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Ask enough people in a room and someone can tell you what the world was like when computers 
werenôt a part of everyday life. Todayôs computers are a part of everything we do. Just about 
everything we do in life relies on a computer or the internet. It could be e-mail, credit cards, 
shopping on-line, or even the car sitting in your driveway.

The same is true for the Coast Guard and its 
systems. Cutters, aircraft, travel orders and 
your pay all rely on computers. Thatôs why 
itôs important to safeguard the very things that 
help run the Coast Guard and our personal 
lives. Information security isnôt a new concept. 
Since the dawn of civilization people have put 
plans in place to safeguard information they 
didnôt want their enemies to know. The same 
concept is alive and well today.

There are several steps the average Coastie can 
take to help ensure they are doing their part 
to keep their Coast Guard systems safe. There 
are many risks out there, and some are more 
serious than others. Itôs up to everyone to take 
some simple precautions to minimize the risk.

One of the simplest examples is locking 
your workstation when you step away 
from it for a few minutes. The Coast Guard 
recommends locking your workstation if you 
are only planning to be away for less than 20 
minutes. If you plan to be away from your 
desk more than 20 minutes, itôs recommend 
that you log off your workstation to free it 
up for another user that might need access to 
the Coast Guard network. Logging off your 
workstation and not turning it off at night 

helps ensure the computer will have the latest system security software loaded onto it at all times.

But system security means more than just locking your computer when you step away from it 
or logging off of it at night. It also means not visiting explicit internet sites from a Coast Guard 
workstation or opening e-mails from unknown senders outside of the Coast Guard. These e-mails 
can potentially have malicious programs attached to them that could send out personal information 
or bog down Coast Guard systems.

A poster from World War II depicts the pitfalls of giving 
away too much information. Information security has 
been a priority since nearly the beginning of civilization. 
Photograph courtesy of the National Archives.
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If you happen to open a malicious 
attachment, the Coast Guard 
recommends that you turn your 
workstation off immediately and 
contact your local electronics systems 
support unit for further instructions.

Whether or not everyone wants to 
accept it, there are bad people doing 
bad things around the clock. The Coast 
Guardôs information systems are just as 
much of a target as anything else. 
Everyone can each do their part to 
help ensure that cyber terrorist donôt 
get enough pieces of the puzzle to us 
harm. That means we must take extra 
care when discussing even seemingly 
innocent Coast Guard information 
when surýng the net or chatting with 
friends on-line. Cyber-terror is real and 
they are constantly on the look out for 
bits and pieces of information that they can use against us as an organization.

System security is also ensuring that your information systems are protected from things like 
lighting storms and power surges. The United States Computer Emergency Readiness team 
suggests that you connect your computer and all its peripherals to a surge protector or power strip. 
Many power strips now advertise compensation if they do not effectively protect your computer.

US-CERT also recommends backing up the data on 
your personal computer in case data is corrupted or 
destroyed because of a worm or virus. According to 
US-CERT, determining how often to back up your 
data is a personal decision. If you are constantly 
adding or changing data, you may ýnd weekly 
backups to be the best alternative; if your content 
rarely changes, you may decide that your backups 
do not need to be as frequent. You donôt need to 
back up software that you own on CD-ROM or 
DVD-ROMðyou can reinstall the software from the 
original media if necessary.

The new technologies of today and tomorrow present their own unique challenges to safety and 
security. It will take everyone working together to help ensure that the Coast Guard can continue its 
ýght against terrorism at home, abroad and on-line.

Information system security is still an important issue today. 
Computers and the internet affects nearly everyone in the world, 
which makes prudence all the more important when using Coast 
Guard systems. A breach in the Coast Guard information system 
security program could endanger anyone of the thousands of 
Coast Guardsmen protecting the Nation. Coast Guard illustration 
by PA2 Bobby Nash.

For some common myths and their truths, go to 
http://www.us-cert.gov/cas/tips/ST06-002.html

For information on how to help keep your 
child safe on-line, go to 

http://www.us-cert.gov/cas/tips/ST05-002.html

For general cyber security tips, go to 
http://www.us-cert.gov/cas/tips/


